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EXECUTIVE OFFICE OF THE PRESIDENT SPE c' AL
OFFICE OF MANAGEMENT AND BUDGET

WASHINGTON, D.C. 20503

June 12, 1987
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LEGISLATIVE REFERRAL MEMORANDUM
0CA FILE afu&/

TO: Legislative Liaison Officer - pLEDY v

R "
Bl 1 emmarns o et e g E v e

/

National Security Council v//
Central Intelligence Agency

S8UBJECT: DOD proposed amendment on counterintelligence polygraph
program in DOD Authorization Bill.

The Office of Management and Budget requests the views of your
agency on the above subject before advising on its relationship
to the program of the President, in accordance with OMB
Circular A-19.

A response to this request for your views is needed no later than
Noon Tuesday, June 16, 1987.

Questions shculd be referred to Arnold Donahue (395-4800), or to
Hilda Schreiker (395-7362), the legislative analyst in this

office.
éeffre%‘rérg for
Assistant Director for
Legislative Reference
Enclosures
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THE SECRETARY OF DEFENSE

WASHINGTON, THE DISTRICT OF COLUMBIA

Honorable Les Aspin

Chairman, Connittee on Armed Services
U.8. House of Representatives
Washington, D.C. 20515

Dear Mr. Chalrman:

Your letter of May 14, 1987 concerning the Department of
E Defense (DoD) counterintelligence polygraph examination .
=T pProgram is greatly appreciated. .

We do believe that the Young Amendment, as amended by the
Nichols amendment, to establish a DoD counterintelligence progran
wvhich was agreed to on May 11 by the House of Representatives,
is a fair approach, with one exception. As set forth {n the
rroposed amendment forwarded to you in my April 21, 1987 letter,
wve believe the statute should contain additional language exempting
"individuals employed by, or assigned or delegated to, offices
within the Department of Defense for the collection of specialized
national foreign intelligence through reconnaissance programs, and
the contractors of such offices.”

posg important and vital national eecurity efforts in existence.

sensitivity, we believe, warrants exemption from the proposed
statute's limitations to the same degree provided for in tﬁo gill
to the Central Intelligence Agency and the Nationa)l Security
Agency. I would certainly agpreciate your support in assuring
such exemption in the bill a ong the lines of the language set
forth 4in quotes above.

jg‘As you know, this special ocollection progranm 18 one of the

Additionally, at submseotion (g), paragraph (3), the word
"eryptographic” should be substituted for "eryptologic." This
is consistent with the wvording of the FY 86 Defense Authorigation
Act as well as with the intent of the Congress to focus application
of the counterintelligence scope polygraph program on individuals
accessing our most senaitive codes and cypher systems.

Again, I wish to thank you for your interest in our
counterintelligence polygraph program and earnestly solicit your

support of the bill endorsed by the House of Representatives on
May 11, 1987 with the revisions detailed abdove.
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I2 you desire further information on this nnttor§ ve shall
be pleased to meet further with you or Jour staff, as appropriaste.

8incerely,

'y
[}
[ ]

i
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.

Honorable Caspar W. Weinberger
Secretary of Defense
Department of Defense
Washington, D.C. 20301

Dear Mr. Secretary:

Thank you for your April 21 letter concerning the departmant's
counterintelligance polygraph axamination program and your recommendation for
legislation which would provide stability to the program.

As you may know, the Houss of Representatives on May 11 agraad to the Young
Amendmant, as amanded by the Nichols Amendment, to establish s
counterintelligence polygraph program. That amendment would authorize the
administration of not more than 20,000 counterintelligence polygraph
exaninations in each of fiscal years 1988, 1989 and 1990, and not more than

© 10,000 examinations in any ysar thereafter in which the Congress doss not

suthorize a specific number. BExaminstions would be mandatory for parsons
entrusted with information in special access programs, while it would be
permissive, on a vandom basis, for persons entrusted with classified
information other than special access progranms.

. I bulieve that the program authorized by this amendment should be
responsive to the requiremsnts of the Department of Defense. If there should
be any problem resulting from the amendmepnt, I would appreciats hearing from
you at the earliest opportunity.

A 245754

0231

. _ -
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THE SECRETARY OF DEFENSE

WASHINGTON, THE DISTRICT OF COLUMBIA

¢ 1 APR 1887

Honorable Les Aspin

Chairman, Committee on Armed Sorvices
U.8. Houso of Ropresentatives
Washington, D.C. 2051%

Dear Mr. Chairasan:

The Dopartment of Defenso (DoD) has a comprehensive
personnel security program which encompassos some 2.7
million persons with accoss to classified Defonse information,
All of theso ongloyeos aro subject to various investigative
roquiromonts; those with higher level cloarances (about
358.000) recoive the most thorough investigations. All

porsons with security clearances operate in an environment <

0f soccurity cognizance which includes both physical and
informational security requiremonts.

Within the reala of classified DoD information,
cortain piecos of information and programs are considored
to bo s0 sonsitive that the unauthoriged disclosure of the
information could reasonadbly be oxpected to: (1) Jeopardige
huzan 1ife or safety; (2) result in the loss of unique
or uniquely productive intelligenco sources or nethods
vital to U.B. seourity; or (3) compromiso technologies,
plans or procodures vital to the strategio advantags of the
Unitod States. Your Committee has recognized the sensi-
tivity of such information and, in tho Dofonse Authorisstion
Act, 1986, cited that "a balance must de struck betveen
the rights of the individual and the exigonoies of national
security.” Accordingly, DoD was directed to ipplenent a
program based upon DoD Directive 5210.48, tho "Department
of Dofense Polygraph Program,” report specific results on
an annual basis, and establish a continuing polygraph
reasearch progranm. :

DoD has indoed established a program in coordination
and consultation with Congress, has reported all rosults
to Congress, and is in the g;oceas of instituting a research
program. Our progreses has been delidorate because we have
not and vill not compromise on quality. Our examiners are
well educated, highly trained investigators who are akilled
in interviow and interrogation. Each receives training
at what is recognized as the premior polygraph training
tacilit{ in the world: the Dofense Polygraph Institute
Pt. McClellan, AL. All examiners undergo rigorous on &he
job, refresher and advanced training. Additionally, all

o7

—————.. .
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examinations undorgo a comprohonsive quality control review.
DoD takos no adverso action againet individuals vho rofuse
to take .a polygraph nor will adverse action be based solely
upon chart readings.

DoD 18 of the opinion that an 1n§artitl roviov of the

DoD Polisraph Teat Program will reveal that it is oporating
;roeieo y a8 Congross intended it to. Tho progran gaa not
alscly accused anyone, has produced fow prodlems, is
favorabdbly accoptod by DoD employeos, has doveloped signifi-
cant eocurit{ information, and has produced results to
confirm the boliof that it doces indoed doter and detect
espionage. Moroover, the information developed through
use of the polygraph simply could not have dbeen obtained

by any other mocans.

' . ‘(
‘o
[ 3]

DoD 1s now approaching a critical junoture for this
progran. In the last threo Defonse Authorization Aots,
the Congress has imposed statutory limits on the numbers
of ocounterintolligence-scope golygra h oexaminations the
Dogartnont may administer fBS 0 4n P? 85 and in PY 686, and
7000 in PY 87). Ve have attemptod to expand our capability
to hire and train qualified examiners to satisfy these
roquiroments. But 80 long as thero romains the uncertainty
of vhothor Congross will or will not suthorize the progran
on a continuing basis, these efforts are ‘hampered. In
short, the year-to-year authorization of the program
limits our ability to attract quality poople and hagpers
our capability to deliver the sort of quality training
they require and deserve.

Initially ve agreed that it made sonse to procoed at

a slov paco to eec whether the program produced substantial .
sroblona in its implomentation, and whother it would, in

act, produco the results desired. Wo bolieve that {he
program to date has proven itself on both countes and should
become a continuing part of the Dopartmont's socurity
program. This is not to eay we necessarily contemplate a
program on a much larger scale than wé presently have, or
ono vhich excoeds tho parametora of our -curront effort.
Wo also would continue to welcome tho Committee's partiocipa-
tion, at whatover level of involvement 1t may wish, in
continuing oversight and monitoring of the polygraph pro-
gram as a vhole. Wo would like, howovor, to put the progranm
on a stronger footing.

t

: i
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In this regard, ve would recommend that in
the year-to-year authority, the Committee contin::q§5°f
:oquiro-annuul reports which will provide it an opportunit
o stay abreast of the program, an establish the finita- v

tion that the total number of examinations conducted under
the DoD countorintelligence-acope polygraph program will
not exceed 10,000 in any given fiscal year. This gigure
Q:wover, is based u¥on our best available projections at

18 time. Should it arise at some future date that expansion
of the program would be in the interest of national security
vodvould like the opportunity to approach your Coznittee '
and that of the U.S. SBenate, to provide justification !o;
;.2:33::t°;n:;:a::i.t: proposed amendment, keyed to certain -
Sontures of th ng progran, is attached for your .

In any event, we stand ready to vork wi
our st with you and
Inie ;.::f,igigif‘V1“‘ at & mutually agreeable position in

Bine

Attachment
As 8tated
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PROPOSED LANGUAGE FOR THE DEFENSE AUTHORIZATION ACT, 1988

uc.__;. -

(a) IMPLEMENTATION OF THE CONTINUING PROGRAM. - The Becretary
of Defense shall issue regulations within 120 days of enactment
of this section which provide for counterintelligence-scope

polygraph examinations (hereafter xeferred to as limited polyf:aph

”.,

LK)
)

examinations) to be used as a condition of initisl or continued
access by employees and contractors of the Department of Defense
to certain categories of classified information, Such tegulations
shall provide: -

(1) Any employee or contractor having a Top Becret
security clearance may be subject to a iimlted polygraph examine
ation while such clearance is in effect. Persons selected for
such examinations shall be {dentified on a random basis, in
accordance with procedures established by the Secretary.

(2) The Secretary may, at his discretion, require
limited polygraph examinations for cmpléyool or conttacto:;
cleared for Top Secret or Secret information who also tequire
access to particularly sensitive nétivttiel, projects, or
operations, classified at such levels. '

(3) The analysis of the ﬁblyqraph examination charts
conducted pursuant to this section shall not be used as the
sole basis for denying oligibt;ity fér cioa:anco O access to
classified information, although tho)s.ctotaty may determine

that i{n specific cases, based on his written finding that the
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in!oznaﬁi;n in question is of such extreme sensitivity that
access under the circumstances poses an unacceptable risk to
national security.

(4) individunlo who refuse to submit to limited
polygzaph examinations conducted pursuant to this section may .
be dénied clearance or access to the classified information o:‘
program which necessitated the requirement for the limited
polygraph examination, or, if clearance or access has already
been granted, may have such clearance or access withdrawn.
The Secretary shall, to the extent feasible, however, zetain
such persons in positions of equal grade and benefits, thch

do not zequire such clearance or access,

(b) REPORTS. = The Becretary of Defense shall submit to

the Committees on Armed Bervices of the Senate and aouiq ot |
Representatives an annual report, submitted no latez than
Decenber 31, concerning the Department's use of poiyg:npb
exaninations. The annual report to the Committees shall provide:
(1) the number of polygquh_oxaminattonl conducted
during the ficcai year) | f
(2) a description of the'pufbouos and results of
such exsminations; ' i
(3) where polygraph examinations were used for
screening purposes, the criteria used for ooloe:ing progranms

and individuals for examinations;

- !
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(4 the number of persons who refused to lubmit to

an cxamlnatton. and the uctionl taken as a tesult of such :ctusal;
. ($) the number of pornono who indicated deception

during an exam{nation, and the actions taken as a result of

such indications;
Padic ' (6) an accounting of those cases in which s) more than

two series were needed to gender a conclusion ox resolve dllc:op- ?

sncies, or b) a second series was administered on 8 date subseguent

to the date the first series vas administered; and

(7) & status report on all polygzaph reseazch

undertasken during the giscal year.

(c) LIMITATIONS - During any Fiscal Year, the eota} number

of persons requized to take a limited polygraph examination under

this section may not exceed 10,000.

(a) NON-APPLICATION OF BECTION. = The provisions of this
section 4o not apply to ==

(1) individuals assigned or detailed to the Central

Intelligence Agency Or any expert or consultant under a contract
with the Central Intelligence Agency’
‘ (2) individuals employed ﬁy'or assigned or detailed to
the National Security Agency, .!pttél or consultants under
contract to the National SBecurity Agency, sn employee of a
contzractor of the National Becurity Agency, Or an individual

applying for a position in the National Security Agency}

D . gun . _ e .
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(3) 4ndividuals assigned to a space vhorg sengitive
Sryptographic information is produced, processod, or storod; or

(4) individuals employed by, or assigned or detailed
to, offices within the DopartiQnt of Dofonaso for the collection
of spocializod national foreign intolligonce through reconnaissance
programs, and the contractors of such officoes. )

(¢) DEPINITIONS. - Por the purposes of this seotion == <

(1) tho torm "omployeos and contractors of the
Dopartmont of Dofonse" includes all civilian ezployoes and
uniformed military sorvice personnel, consultante, contractors,
on dehalf of tho Department of Defense.

(2) the torms "counterintol}igonco-ocopo' or "limited"
polygraph oxamination moans a polygraph exemination limited in
scopo to determining whethor the subject has coamitted, s
committing, or plana to oommit c;pionago against the United States,
or knowa of othors involved in tho commission of such sots. The
purpoec of such examinations shall not be to agcortain vhother the
subjeot has mado disclosure of information to Congress or the

preaas.

. S — — —
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